
Managing Systemic and Preventable Risks  

Although the focus of this article is ‘risks arising within an organization that are controllable and ought 

to be avoided or eliminated’, I wish to start from the top, dealing with human civilization itself as an 

organization. 

Looking at Preventable Risks from an Alternative Viewpoint 

The daily news and literature are replete with examples of realized and latent risks. Governments and 

industries are well aware of the consequences of inadequate risk management as required by ISO31000 

and COSO. However, to a large extent, we still rely on common sense to make gradual improvements in 

our quality of life. 

In that regard, the notion of ‘preventable risks’ engenders visions of safety fences and electrical voltage 

warnings. However, we may also consider such risks from a positive viewpoint regarding their potential 

to improve our quality of life, by the way we think about them. This latter area is rich with possibilities, 

mainly due to new technology developments. 

Organizational Risk Culture – Prone to Fatigue 

The difficulties of maintaining an organizational risk-aware culture was brought home to me during an 

executive training exercise in the oil and gas industry in the Middle East. The client organization’s HR 

manager advised me that one of their issues was the fact that the company’s engineers became tired of 

preparing quarterly reports on the impact and probability of occurrence of process failures. In many 

cases, the failure scenarios required the preparation of comprehensive operational and financial models 

to place a monetary value on a contemplated failure. These values were then used in a conventional 

Failure Mode Effects & Analysis table to rank the various risks. Typically, the communication involved 

the use of ‘Heat Maps’, an example of which is shown below in Figure 1. 

Figure 1:  Heat Map 

 

The above ‘Heat Map’ has been published on the Internet by Singapore-based Causal Capital 

Managing Systemic Risks 

Major geopolitical risk cases currently in the media include those described in the links below. While 

these risks are not preventable from an organizational perspective, their impact can be managed by 

using scenario stress testing. 

https://www.causalcapital.org/


• Future of Mining 

• Future of BREXIT 

• The US-Mexico Border Wall 

• China Belt and Road 

Managing Preventable Risks 

Preventable risk cases drawn from my personal experience include the following: 

• Crowd control in large entertainment venues 

• Driver fatigue in long-distance road transport 

• Fraud in the banking system 

• Inadequate assessment of investment opportunities 

These examples illustrate four different preventable risk situations. 

 

 

 

 

Crowd Control in a Large Entertainment Venue: 

In this case, I was present in an exhibition at which there were more than 5,000 attendees. I attempted 

to go outside to the garden area but found that the emergency exit door was locked. The security guard 

did not speak English. I found the security manager, who explained that all emergency exits were locked 

to ensure that attendees could only exit via the front door. This ensured good traffic passing the prime 

exhibitors’ stands. 

Driver Fatigue in Long-distance Road Transport: 

Truck and bus drivers are tempted to work long hours to make ends meet financially. In one case, my 

client requested that I assist by attending the site of a non-fatal highway accident where one of his 

company’s trucks had rammed the rear of another truck. There were no skid marks, indicating that his 

driver had fallen asleep at the wheel.  

In another case the driver of my sports team’s bus could not stay awake during his 12-hour shift driving 

across Australia’s Nullabor Plain. High speed heavy vehicle traffic was constant in the opposite direction. 

I was able to assist by keeping his hand-towel iced until the end of his shift. 

Crowd Control in a Large Entertainment Venue: 

In this case, I was present in an exhibition at which there were more than 5,000 attendees. I attempted 

to go outside to the garden area but found that the emergency exit door was locked. The security guard 

did not speak English. I found the security manager, who explained that all emergency exits were locked 

to ensure that attendees could only exit via the front door, in order to ensure good traffic passing the 

prime exhibitors’ stands. 

http://www.savannahresources.com/cms/wp-content/uploads/pdfs/future-of-mining-2018.pdf
https://www.pwc.co.uk/industries/government-public-sector/trade-matters/brexit-understanding-the-trade-risks-for-your-organisation.html
https://www.bakerinstitute.org/files/13857/
https://www.usip.org/sites/default/files/2018-11/sr_436_securing_chinas_belt_and_road_initiative_web.pdf


 

Conclusion 

Managing systemic and preventable risks requires not only thorough analysis but also different 

approaches. While both types of risk can result in catastrophic losses, the impact of systemic risks can be 

mitigated by scenario stress testing, while the occurrence of preventable risks can be avoided by 

common-sense business practices and controls.   
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Fraud in the Banking System: 

Sometimes banks assist clients to make multiple deposits to their many suppliers or partners. A typical 

facility is to instruct the bank’s client to make one large payment by cheque, with the bank as the payee. 

The bank then distributes the money in accordance with a list of payees entered in a form provided by 

the bank. This involves risk to the bank if the form, which is an appendix to a contract (the cheque) is not 

signed by the approved cheque signatories (e.g. signed by the cheque drawer’s staff member, who is not 

a cheque signatory). 

 

Inadequate Risk Assessment of Commercial Property Investments: 

In one case, my client called for assistance when an investment in an operating riverbank-based small-

scale shipbuilding facility ran into difficulties. The decision to acquire the facility was made without 

checking the plans of the local government for the region. These included the construction of a low-level 

highway fly-over of the river downstream from the facility, which limited all future construction in 

height above water level. 

In another case, my client went ahead with construction of an ocean bay-based woodchip export ship 

loading facility without conducting long-term wind and wave studies. During an early ship-loading 

operation, once-in-5-year wave conditions rammed a loading ship against the facility, causing massive 

damage. 
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